
ifiital Data Link Digital Communications Above 50 MHz

How Packet Radio REALLY Works...
the AX.25 Link Layer Protocol

How does packet get your information from point A to point B ­
error-free'? And what are those funny letters and numbers at t he top
of pa cket frames all about'?

Computers, like people , need a com­
mon language to communicate .
Peop le break up their messages into

chunks we call "words," but computers­
which send each other streams of" I"s and
"O"s-need a different way to tell each
other that one chunk of data has ended
and anoth er is about to begin .One method
of doing this is known as the link layer
packet protocol , and all computers in a
data chain must be using the same one .

The link layer protocol used by ama­
teur s for packet radio is called AX.25.
Let ' s take a look at what an AX.25 pack­
et looks like and how the different parts
are used to ensure error-free data transfer.

Parts of a Packet
All HDLC (High-level Data Link Con­

trol ) packets (more prop erly ca lled
"frames") , including those ofAX.25, are
similar and consist of six unique "fields,"
as shown in Figure I .

Flag: Flag fields are put at the begin­
ning and end of each frame (packet) to
indicate the boundaries of the frame . A
unique bit sequence is used (01111110)
so other parts of the frame won 't be mis­
taken for a Flag.

Address: This field normall y specifies
the destination of the frame . This is the
actual callsign of the source, destination,
and any digipeaters.

Cont rol: This identifies the frame type,
as described below , and carries other con­
trol information, such as frame number.

PID: The first byte of the Data field
(see below ) is the Protocol IDentification,
specifying the type of protocol in use.

Data : This field contains the actual

data to be transferred. Many frames do
not have a data field.

FCS (Frame Check Sequence) : This is
how errors are detected in a frame. Using
a special mathematical formu la, the PAD
(Packet Assembler/Disassembler) orTNC
creates a number based on the rest of the
fie lds. The other PAD/TNC does the
same and, if the numbers match, the frame
has no errors and is accepted.

Uncovering Hidden Info
If you set your TNC parameters prop­

erly , you can see most of the "hidden"
information within each frame . Not all
TNC s use the same commands to displ ay
the details. Your TNC' s operating man­
ual will expl ain how to monitor all frame
type s, including control frames, while
connected. The example below is from an
AEA PK-232 with Monitor set to level 6.

A typical packet frame, when viewed
on a computer, might look like this
(note, though, that this is usually on one
line, but the magazine format forces it
onto multip le lines) :

KD6TH -4>N2DSY-2 * >N 2 I R Z
[1;3, / J:0042 z, 838 msgs, #40407 last
@KD6TH-4 Mailbox>

The first section (KD6TH-4>N2DSY­
2*>N2IRZ) is the address field. The sec­
ond section ([1;3, / J) is the control field ,
and the last section (00422, 838 tnsgs ,
#40407 last @KD6TH-4 Mailbox» is
the data field. (The colon between the
control and data fields is put there by the

TNC). Note that you do not see the Flag ,
PID, or FCS fields .

AX.25 Frame Types

C Con nect frame. Also known as :
a "SABM" frame (Set Asyn- ;
chronous Balanced Mode).

D Disconnect frame.
DM Disconnect Mode frame.
I Information frame.
UA Unnumbered

Acknowledgement frame.
UI Unnumbered Information

frame.
RR Receive Ready command and

response.
RJ Reject frame .
RNR Receive Not Ready command

and response .
FRMR FRaMe Reject response.
DM Disconnected Mode response.

What Does It Mean?
The examples below will explain the

function of each frame type.
When you type a connect command

into your TNC, the TNC generates a
frame like : N2/RZ*>KD6TH-4 fC,PJ

Thi s mean s that N21RZ is trying to
establish a connection to KD6TH-4 (my
local BBS ). The asteri sk (*) shows who
is transmitting. The next symbol (»
show s the direction the frame is going (to
KD6TH -4). The "C" indicates that it is a
Connect frame , and the "P" means that
the "Poll " bit is set. When the Poll bit is
set, it mean s the originating station is
polling for the destination station and
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Electronic Distributors
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Type: 5/8 A Ground Plan~

Impedance: . SO n
Frequencyrange: 144-175 MHz

tunable by diagram

Polarization: vertical

VSWR.: at freq. res.: S 1.2:1

Bandwidth: at VSWR 2:I 7 MHz

Gain: 3 dSd• 5.15 dBi

MaxPower: 300WallS

Co'rinecoon: UHF Female

Wind resistance: 40mlsecond

Length l~ox.) : 1300 mm

Weight /approx.): :' 850 gr

Mountingmast: 0 30 mm
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A typical packet (HDLC) fram e. See text fo r an explanation ofeach fi eld within the fram e.

"If you set your TNC parameters properly, you can see most ofthe
'hidden' information within each frame. "

Ifboth frames were received correctly,
N2 IRZ wo uld acknowledge receiving
them by acknow ledgi ng only the last
fra me received, fra me 2, with an RR

same frame number and wo uldn't know
where they belonged.

Man y types of data corrup tion, includ­
ing out-of- seq uence frames, are guarded
agai nst by the AX.25 protocol. Anyway,
upon receiving this fra me without errors,
N21RZ se nds: N2/RZ*>KD6TH-4
[RR,F;1], telling KD6TH-4 that N21RZ
got frame 0 correctly and is ready to
receive frame 1. KD 6TH -4 sen ds two
more info frames to N2 IRZ:

KD6TH-4 *>N2 /RZ [1;0, I} :*** You
have Unread Mail I!!

KD6TH-4 *>N2IRZ [1;0,2}:0045z,
745 msgs, #40498 last @KD6TH-4
Mailbox>

EJ FLAG IPID & DATA

Got It!

I FLAG IADDRESS ICONTROL I

The "I" tells us that this is an informa ­
tion fram e. The inform ation ("Hi Don...")
can be any text or other data. "P" is for
Pollin g-KD6TH-4 must make sure
N21RZ is still there because this is the first
da ta exc hange of the connec ted session.
What is interesting here are the numbers
in the "lI,P;O,O[:" part. The first num ber
is the next frame number that KD6TH-4
ex pec ts fro m N2IRZ, and the second
number is the num ber of the frame that is
be ing sent. The order of the num bers
switches when N2IRZ is sending. T he
frame numb ers count up from 0 to 6, and
then restart at O. Th is means that a max­
imum of seven frames may be sent at
once-if eight were to be sent, the other
TN C would receive two frames with the

*** Connected
KD6TH -4 hears the packet, decodes it

properly, and is able to establish a co n­
nection with N2IRZ , so it sends : KD6TH­
4 *>N2IRZ [UA,F}

Thi s Unnumbered Acknowledgement
frame means that KD6TH-4 has ac­
knowledged rece iving N2IRZ's Connec t
request and confirms the con nection.
Your TNC generates the familiar "***
Connected to... " message for you .
KD6TH-4 now sends some data, a greet­
ing (the "Connect Text"): KD6TH-4 *>
N21RZ [I,P;O,O}:Hi Don, Welcome to
KD6TH-4 BBS !

expects an immediate response (sort of
aski ng "are you there?"). If the des tina­
tion sta tion was to respo nd, it would send
an "F," or Final, bit in response ("yep,
I'm here"). Otherthan when there is a loss
of communication, misse d packets, or no
activity on the link for a while, the Poll
and Final bits will rare ly be used again .

RLC-4 REPEATER CONTROLLER

(818) 447-4565 M-Th 8am-5:30pm Visa , MC , UPS COD

P C ELECTRONICS Email : tomsmb@aol.com
• • 24 Hr. FAX (818) 447-0489

2522 Paxson Ln , Arcadia CA 91007

TVC-4G
only $89

SEE THE SPACE SHU~IDEO
AND GET THE ATV BUG
Many ATV repeaters and individuals are retransmitting Space
Shuttle Video & Audio from their TVRO's tuned to Spacenet 2
transponder 9 or weather radar during significant storms, as well
as home camcorder video from other hams . If it's being done in
your area on 420 - check page 538 in the 95-96 ARRL Repeater
Directory or call us, ATV repeaters are springing up all over - all
you need is one of the TVC-4G ATV 420-450 MHz downconveters ,
add any TV set to ch 2, 3 or 4 and a 70 CM antenna (you can use
your 435 Oscar antenna). You dont need computers or other
radios, it's that easy. We also have ATV downconverters, anten­
nas, transmitters and amplifiers for the 400 , 900 and 1200 MHz

bands. In fact we are your one stop for all your ATV needs and info.
We ship most items within 24 hours after you call.
Hams, call for our complete 10 page ATV catalogue.

• 300-9600 baud serial port

• 4-Layer board con struction

• Priced for any groups budget

• 4-full duplex radio pons

• Optiona l Autopatc h ava ilable

• Unique CW for each port

• DlMF co ntrol from any port

• 100 user conunand mac ros

FEATURES:

Link Communications, Inc.
11 5 2nd Ave. N.E., Sidney, MT 59270
Call for infonnaion about our co mplete line of co ntro llers
(406) 482-7515 (Voice) (800) 61().4085 (Orders) (406) 482·7547 (Fax)

E-Mail addresslinkcomm@netins .net

Benefits:
With DTMF and serial programming features, your controller
is more secure from unwanted access. Use only I controller at
your site to control up to 4 separate repeaters/links with their
own personalities and features inta ct. Make emergency
autopatch calls with the telephone option. Only the RLC-4 can
make these features available at such a low price.

$414.95
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"Many types ofdata corruption,
including out-of -sequence
fram es, are guarded against by
the AX.25 protocol."

frame. The BBS would then wait for my
next data frame, tell ing it what to do (such
as LM to list my messages). However,
N2IRZ didn't get the first packet without
errors , but did get the second, so it sends:
N2IRZ*>KD6TH-4 [RJ ;I].

This tells KD6TH-4 that it is rejecting
the received packet (packet number 2)­
N2IRZ still wants packet number I. As
previously men tioned, if both packets
were receive d correctly, N2IRZ would
have simply sent [RR;3] and the process
would continue.

If N2IRZ hadn 't received either pack­
et, something interesting happens: no
response is sent. KD6TH-4, after send­
ing the last frame , starts its FRAck
(FRame Acknowledgement) counter. If
an acknow ledgeme nt or reject frame isn' t
received before th~ FRAc k timerexpires,
KD6TH-4 would make sure N2IRZ was
still there , by pollin g: KD6TH-4 *>
N2IRZ [RR,P;O]

KD6TH is telling N2IRZ that a session
is established, and KD6TH expects pack­
et number 0 from N2IRZ. Note that the
poll ing bit is set. If N2IRZ hears that
packet, he would reply: N2IRZ*>
KD6TH-4 [RR ,F;/], and KD6TH -4
would send the two packets again. This
process will repeat until either N2IRZ
acknowledges both packets or KD6TH
has sent a certain number of poll ing

INSURANCE
Computer & Radio Equipment

HA"!SURE coverage fo llows your
equipment wherever you take it. Theft
from vehicles, earthquake. water damage
and all other hazards including surg es.
Insure all your equipment and accessories
(except towers and antennas but including
rotors), media and purchased software.

Low Premium Low Deductible

HAMSURE
7901 Laguna Lan.

Orland Park, IL 60462
800-988-7702 Anytime

Email: hamsure @ aoLcom

Ir~~d. l Available only m the ,.'I
~ 48 contmuous states .
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frames (set by RETry). If the acknowl­
edgement arrives, the packet QSO con­
tinues. If the RETry limit is reached,
KD6TH-4 then tries to end the session by
sending Disconnect frames until N2IRZ
acknowledges the disconn ection or the
RETry limit is reached.

Data Exchange
Let ' s assume that all goes well.

Information packets are traded between
KD6TH -4 and N2IRZ for a few minutes
while N2IRZ reads his mail and checks
out a few bulletins. Eventually, N2IRZ is
finished with the BBS, so he signs off:
N2IRZ*>KD6TH-4 [1;5,2]:Bye

Thi s is N2IRZ ' s frame 2 (perhaps the
80th time he has sent a frame numbered
2 in this session), and he expects frame 5
back. KD6TH-4 responds:

KD6TH-4 *>N2IRZ [RR;3]
KD6TH-4*>N2IRZ [D,P]
First the "I" frame containing "Bye" is

acknowledged, and then KD6TH-4 initi­
ates a disconnect. N2IRZ responds:
N2IRZ*>KD6TH-4 [Ul,F], and they are
disconnected . KD6TH-4 now sends out
its "MA IL_FOR:" beacon: KD6TH-4*>
BBS [Ul] : Mailfo r: N2DSY KA2USU
KB7UV KB2BA V WA2SPO

" That covers the basics ofthe
AX.25 packet protocol. Ifyou 'd
like to learn more, you can buy
a copy ofthe paper defin ing
AX.25 from the ARRL, or
download it on the Internet...."

Get online
with CQVHF
on GEnie®

Look for us in the Radio &
Electronics Roundtable

To join GEn ie, use your comp uter &
modem to call 1-800-638-8369.

At the U#= prompt, type JOINGENIE

And for a special introductory offer ,
At the key lotter code promp t,

type MEG528
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This last frame is an Unnumbered In­
forma tion frame. The place it is ad­
dressed to (in this case, "BBS") is speci­
fied by the UNpro to command, which
usually has the default of "CQ."

Other Messages
Now you have a good idea of what C,

UA, I, RR, RJ, D and UI frames are like .
A DM frame is sent when the other sta­
tion is busy or its CON Ok parameter is
Off, causing your TNC to generate a mes­
sage like: "*** Disconnected - KD6TH­
4 Busy" while KD6TH -4' s TNC gener­
ates a "*** Connect Request: N2 IRZ:'
message, which, as an automated station,
KD6TH- 4 ignores.

The other frame types are somew hat
rare: RNR is sent when one station polls
anot her ("a re you there?") but the other
station isn 't ready to process another
packet yet. The RNR frame tell s the
other station to hold off for a while, sim­
ilar to RS-232 flow co ntro l. FRMR is
only sent when something really wro ng
occ urs: the frame that was rece ived has
a goo d FCS, meaning there were no
errors, but the frame type (I, UA, RR,
etc) is either undefined or in violation of
the protocol , in other words, an inap­
propriate repl y.

Beyond the Basics
That covers the basics of the AX.25

packet protocol. If you' d like to learn
more, you can buy a copy of the paper
defining AX.25 from the ARRL, or
download it on the Internet at <http://
www .rms d .com/ha mradio/ax25 .s td>
(without the "<>" marks). For a wealth
of information concerning radio equip­
ment for 9,600 baud and above, check out
N6GN ' s High Speed Packet Page at
<ftp: //co l. hp .com/ha mrad io / pac ke t/
n6gn/ind ex.html> . For general informa­
tion about packet radio, useful packet­
related files, and interes ting links to other
packet-related web pages, visit the TAPR
(Tucson Amate ur Packet Radio) Home
Page at <http:// www.tapr .org>.

"Pack"ing It In
Well, that ' s all the time we have this

month . Next month, we' ll look at packet
networks and the basics of building a
good one. After that, we' ll get away from
packet for a while to discuss other data
modes you can try.

Till then, 73 and happy packeting! •
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